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Dynamic Code Patch with Frida
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Analyze Target Application - iOS
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T2IME |nit_Func(0x5d614) SH4EE] A|ZHStCY,

Al 41 C
SPIDEY:obf spidey$ frida -U -f com.seworks.m2048 -1 ./patch.js

Frida 12.4.7 - A world-class dynamic instrumentation toolkit

ed 0x5d614

help -> Displays the help system
object?  -> Display information about 'object'
exit/quit -> Exit

More info at http://www.frida.re/docs/houg

Spawned com.seworks.m2048" . Use ¥resume tg #tn thread start executing! *dkk
[iPhone: :con. seworks 2048 > “rg entered 0x8a8b4

[iPhone: : com. seworks . m2Qg
*** entered 0x5d614

Caller: 0x100e46bf8 dyld!ImageLoaderMachO: :doModInitFunctions(ImageLoader: :LinkContext const&)
*** entered 0x8a8b4
Caller: 0x102256544

*** entered 0x895ac e e nte red 0x895ac

Caller: 0x100c95654 m2048!0x5d654

T2 AR BE2S O XHMI5| 2Rl5t7| 2l IDAS AFE3HEAL.

[7] Functions wind... 0 ® © [E]IDA View-A @ (O] Hex View-1 @ [A] Structures @[] Enums @ 3% Imports @ (%] Exports
- UUUUUUUIOUUSDb 1 Vvar ZC= -URZC
Function name 000000010005D614 var 28= -0x28
000000010005D614 var 1C= -0x1C
(7] sub_100058C08 000000010005D614 size= -0x18
[7] sub_10005CBB8 000000010005D614 var 10= -0x10
7] InitFunc_0 ] 000000010005D614 var 1= -1
Itl 000000010005D614 var s0= 0
| sub_10005E2ED 000000010005D614
[7] sub_10005EBSC 000000010005D614 SUB SP, SP, #0xEO
1 <uih 1000R1988 000000010005D618 STP X29, X30, [SP,#0xD0+var s0)
e 000000010005D620 BL ::b 1022}8}854
’ i b
; o 000000010005D628 ADRP X30, #unk 100112A10@PAGE
dh Graphoverview 5 @ @ 1000000010003D62¢ ADD X3, X30, #unk 100112A10€PAGEOFF
000000010005D630 ADRP X30, #word 1001098B0@PAGE
000000010005D634 ADD X30, X30, #word 1001098B0@PAGEOFF
t 000000010005D638 ADRP X9, #off 10010C4BOEPAGE
— a——=—7| [000000010005D63c ADD X9, X9, #off 10010C4B0EPAGEOFF
— 000000010005D640 LDR X0, [X9,#(ofEf 10010C5A8 - 0x10010C4B0)] ; loc 10003CD68
P——— 000000010005D644 LDRH W10, [X30,#(word 1001098EE - 0x1001098B0)]
i 000000010005D648 UXTH W1, W10
= 000000010005D64C UXTH W2, W8
(=] 000000010005D650 BL sub_1000895AC
e e e 000000010005D654 HOV X9, #0
Code-flow flattenind_|140750% (12608, 614) (794,193) 00050620 000000010005D620+ “InitFunc_0+C (Synchronized with Hex View-1)
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Control-flow flattening0|2} £ EL}.
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2|1 fridaol|A| =St 2t ZH0] Init_Func(0x5d614)0| A|ZHEl O|= AW & sub_10008A8B4E =
e
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A2 O§Q ChSIZIXIRH ZHEkS THRIRto 2 2MS SIS EAL. branch BYRIoZ TRl MY 522
BZE Z10|Ct ( ARM64 opcodeE 2OtOF SHCt, Et11: opcode converter online )
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( Ox5d614 Ox8aShd ),(
Ox2decc H 0x5a98

—

X EHoZ MAllst Xt 5= SE FEE 0x100005a98 FA00 U= ZELE 22X Init_Funcel ZEE 1fx|5
X|Z 0|2 OZ F3t 0|9 |IDAE BASS U Ho| Main A2 &5 HEQ| 0 sts FE2 43 27

.

A7| wiZolct.

0000000100005A98
0000000100005A98 loc_100005A98
000000100005A98 MOV X8, SP
0000000100005A9C SUBS X8, X8, #0x10
0000000100005AA0 MOV SP, X8
0000000100005AA4 MOV X9, SP

L N
0000000100005C98 MOV X2, X8
0000000100005C9C SUB X8, X29, #-var 60
0000000100005CA0 LDUR X3, [X8,#-0x100]
0000000100005CA4 BL UIAppllcatlonMaln
0000000100005CA8 SUB X8, X29, #-var_28
0000000100005CAC LDUR X8, [X8,#-0x100]
0000000100005CB0 STR W0, [X8]

<0x5a98 code block>

2G|, 20| £7t0l| 0x2decc TAE 5t H 7Zl & 0x5a98E £7|5t= 0|S= ARM64 HWZ0{7}t 5t tHoj| 0]
=8t 4 Q= AH2|of| M|§Ho| Q7| 20|t &, 0x5d6140|A 0x5a987HX| 7{2|7} L2 HCH!

O £2 opcode? 2™ L2 FH|21))

—_—

Code Segment

FEE mfx|st7| Moj =220 FE 1(Code Segment)2| SZI0f| CHal ZHEts| &0 Hojd 2RIt UL
IE JYU2 HZ2|of| S2pZS mh 47| H5Ho| giCt. 217|(Read)2t A3l (eXecute) #EHTH QICH ZE= 22
J30| HElis|= Sot HAE 0| gi7| th2o| ZEE o1 HElist=s Hstet o™ EICt
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Run Target Application with Frida

const membase - Module.findBaseAddress('m2048"');
const initFunc memAddress (membase, '0x0', '0x5d614');
Memory.protect(initFunc, 4096, 'rw-');
Process.enumerateRanges('rw-', {
onMatch: function(range) {
console.log('base : ' range.base '/ size : ' range.size);
var matches - Memory.scanSync(range.base, range.size, 'FF 83 03 D1');

(matches. length 0) {
’
}
var match - matches|[0];
Memory.writeByteArray(match.address, [ 0x2E, 0x42, OxFF, 0x17 1);
Memory.protect(initFunc, 4096, 'r—-');
by
onComplete: function() { }

[Line 2] : Init_Func &= ZIEE 7P 2L},

[Line 3] : Memory.protect 842 0|23 A Init_Func &4=0i] A 7|(Write) A& F7t6tCt,
[Line 4] : ZZM|AL| HIZ22| T 217|(Read)/2A7|(Write) #$H0| Q= E&20]

[Line 7] : [0x77, 0x83, 0x03, 0xD1] O] AUCHH

[Line 12] : [Ox2E, 0x42, OxFF, 0x17]2 Ht&#LC}

J2lo 2 MASEAHH, Of2fet ZHCt.
C:) — E:ﬂ
000000010005D614 var 1= -1
000000010005D614 var s0= 0
000000010005D614
000000010005D614 SUB SP, SP, #0XEOQ [0x77 0x83 0x03 0xD1]
000000010005D618 STP X29, X30, [SP,#0xD0+var s0]
000000010005D61C ADD X29, SP, #0xDO
000000010005D620 BL sub_10008A8B4
000000010005D624 MOV W8, #0x1F
000000010005D628 ADRP X30. #unk 100112A10@PAGE

=£k=§2Eﬂ 2;;2

IZ Functions window 0 @& © A

e EI HexV.. @[AlStruc.. @[EEn. @FEIm.. @ Ex.

var 1= -1

Function name ooooooo1ooosns14 var_s0= 0
000000010005D614

EﬂsbeOOOSCBBB 000000010005D6144B 0x10002DECC [0X2E 0x42 OxFF 0x17]

L@ InitFunc_0 | 000000010005D6)& STP X29, X30, [SP,#0xD0+var s0]

(7] sub_10005E2EQ
[7] sub_10005EBSC

7] sub_100061288 000000010002DMgg var s0= 0

[7] sub_100061F8C 000000010002D .
000000010002DECC STP X29, X30, [SP,#-0x10+var s0]!

(7] sub_10006CE00 000000010002DED0 MOV X29, SP
000000010002DED4 SUB SP, SP, #0x60
000000010002DED8 MOV W8, #0x6B189A53

Frida, unlimited possibilities 4
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Init_Func (0x5d614) 8t4=2| A=t A= SUB SP, SP #0xE0 [0x77, 0x83, 0x03, 0xD1]2 2|7t Y3t=
B 0x10002DECC [0x2E 0x42 OxFF 0x17] 2 ¥Z3iCt, BBranchy= Z2a#o| AsS F=AZt
(0x10002DECC)2 2 0|=A|7|2t= 2|O|ct,

Al ZaE HH L33 20t

Spawned ~com.seworks.m2048° . Use %resume to let the main thread start executing!
[iPhone: :com.seworks.m2048]-> %resume

[iPhone: :com.seworks.m2048]->

*** entered Ox2decc

Caller: 0x10242abf8 dyld!ImagelLoaderMachOQ::doModInitFunctions(ImageLoader: :LinkContext const&)

2ol M Caller 2! dyldlimagel.oaderMachO::doModInitFunctions= 0x5d6145 && §HX|2t, A= x|
£ Sl R2/7t ¥5h= thZ 0x2decc &f+E SE3YLC.

What about Android so file

iOS, Android 25 FE MW IY2 HX FC Ufx| 2HOZLRE T2 l:'éé}_Tl_ ULt 3HX|
0|85t X FE x| A4S &8olH = MHUS 3|ot0] 2|7t Yot=mUiz =2

ol k. B3| E=/5E EX| 2ot £840| M 42 B2 ==0| =l
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