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FAIDA

Dynamic instrument toolkit for developers, reverse-engineers, and

security researchers
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Jailbreak iPhone
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Install Frida Server on iPhone

CydiaOllM FridagE &XIsiEX}. frida.re0llA 7t
Sources(22) B -> Edlt(*._*_1

|I)1 r9.'_'

) -> Add(F7) -> https //build.frida.re

Cydia/APT URL ¢!

‘ https://build.frida.re

34688 kB

S HE2 12.2.270|Ct. O|0{A| MX|& Frida CLI Tools2| Major H{T0| Y X|3{OF MCHZ S=I5tCt. Frida tools2| H

M2 12.2.x 0§0F ST},

Install Frida’s CLI Tools on your Mac

Frida MO A2 EE FME5}7| 25l Python2 AFESICE(Command 1) O] i AFEE Python® Frida 2H0|E2{E|E
MX|BICt. Python 3 & AFE310 M| 2 St (Command 2)
OFO|Z0|| HX|El Frida M2t S4I5t0 ZHEHSE HAS MESH7 |2l AHALe| ZHFE{0| Frida E(Frida’s CLI tools)2
Mx|[eHof stCt. MX|E 23l PythonO| MX|E|0{ QLO{0F 3H=H|, Python 2.72 At&3dH= g FHSICE (Command 3,4)
Commands:
1. brew install python3 (Python 3 &X|(brew for Mac))
2. pip3install frida (Python3 & Frida 2to|=2{2| MX])
3. sudo easy install pip (Python 2.7 TH7|X| Z2|X} MX] - IEE.QE MX|=|01AK| 24Ct)
4. sudo -H pip install frida-tools (Python 2.7 H{Z2| Frida-tools 4&X])
: pip32 MX|5tX| b= 0|F& pip3Q frida-tools= QIR Y BV} Q0] §H=20| H|CHE FEA|=|X| e4=C
: Module six 2& 0217} & A< sudo -H pip install frida-tools --ignore-installed six 2 A&X|

Test Frida

017|7tX| FridaZS &dli&h Z=H|E DALt OF0|Z 2 ZHEE{0f| A&t frida-ps -U WHE Ml =X},
¢ WHO| YAMoZ MAME|QICHH SHXH OI0|Z0|M SEEQ ZEMAS EE2 = 4 U2 ZO0|Ct, YO = X3 ALES|

A 2 W frida-ps -Uai & M}t Z2MAQ| IdentifierS EHHECt. F2 9| IdentifierS 023K ofl H=aH

Frida for iOS 2


https://frida.re/docs/ios/
https://brew.sh/index_ko
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Ol0|Z2 HotE 2|5l Sandboxzt= 7HES 7HX|1L /UCH Sandboxe H'E +=Z0H|M AldEl= ™2 o] 7|&0[Ct WS
M Z2|El SZHSandbox)S MB35t IS HOLL SIEE|X| 2 2SS K| RSI=F YX[5H= 7|=0lCt

=
ogk
e

2YMAE = CHLet YEHZ SandboxE &5t UM, Of0|Z 2| Z<L of2|f a8 1t 20| FE|0f QIC.

SANDIRO)

RN FDDE4989-BDYF... e/Apphcatlon root# ls -al

A MyApp 272 Dec 17 10:47 ./
Documents 204 Jun 7 2018 /
T 204 Dec 17 10:46
_ Library 204 Dec 17 10:46
__ Caches Nov 14 23:37
204 Dec 17 10:46 &
204 Dec 17 10:47
tmp 204 Nov 26 12:58

Preferences

Cydia0 M OpenSSHE MXZ|5t1 root HECE H&s|E™ /var/containers/Bundle/ApplicationdiA & E|[AEE
gtolgt 4= QUCH ¢ J2lol|lM Z 6712 2 2 =], o5s17| §lE 2 B 2XtEe EMYE 7HX| 1 UL

OH
=
Aol HX|=|7| T7HA| CIHMEZ|S| O|FS & %= 87| WE0 CHE HO|Lt 2|AA7F F2E & Qirf.

=

C o sy
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Clutch and Get a binary from Application Sandbox

= = 1o El_ ir 2o d—| —— .

ot A EM MyApp.app, Documents, L|brary OQI iE‘IQF oA E0| Exfjst=ECl, 0] &0l MyApp.app 7 |X| 24
off HATH0] SHRUCEL scp L= iFunbox S O|&3l 22 @™ EC. ot oAl exchangest= ¥o| &3
S CHREE BITE

SPIDEY:frida-scripts spidey$ scp root@192.168.0.16: /var/contmner‘s/Bundle/Appl1cat10n/9F9C3FDS -ASAB-4DEE-B5C@-AD
A@623C4A43/exchange.app/exchange ./

root@®192.168.0.16"'s password:

exchange 100% 7655KB 1.9MB/s ©00:03
SPIDEY:frida-scripts spidey$

AU AEO0{O HHEE._ 2 ZMY 42, JAMA0| AL UY| W20 CLI22E BEEE MY 4 gict 0] 82
st
=

iPhone6Plus:~ r‘oot# clutch -1 T iPhone6Plus:~ root# clutch -b 1
Installed apps: Dumping <GoogleUtilities> armé4

ot a A " Dumping <GoogleToolboxForMac> armé4
1: #E Y Mu2 <com.bitxflow.exchange> Successfully dumped framework Protobuf!

Keepsafe 7§21 H QI A% H|CIR &£7)/&= H3 ¥4

it - X0 O02 2% <com.kakaobank.c nished dumi A . var /Lt ch/ 8595636 44564061
Finis ing com.bit .exchange t tmp/clutch/8595636C-4456-4061-9E7

KBA Et ¥ 2 <com.kbstar.kbbank> oorracasERINs o SENngE To AR

& & <com.vivarepublica.cash> Finished dumping com.bitxflow.exchange in 2.1 seconds

Clutch £ 0|83l Y= F=3l5tH 2aMoz S5atEl HAMUS| =& HAGHEL. ?| oAl B2 /var/tmp/
clutch/8595636C-4456-4061-9E70-7F4CB5E21995 Of| Q= AIIAS 7t M EICH

Open the Binary with IDA

1 clutchE 0| 2ol £53} 51 A ufat 3H AHEE 2H0|222| = 3H =S SHEICH clutcholl EAIE A=0M H™ALUS ZHOtERL

Frida for iOS 3
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OfO[Z0l| M CH22 =5t MATIUS IDA £ 0|83 BOo{EX}.

o [ ) IDA - exchange.i64 (exchange) /Users/spidey/Frida/lOS/exchange/exchange.i64
S ey By B B 3 g @ @ ah gl @ Fy# @ X D O Nodebugger B w2 @ »
‘ 1 LI 1111 1 {11 I B
Library function . Regular function [l Instructlon Data | Unexplored External symbol
w é 0 Q xiE IDA View-A é Hex |ewl Vuctures @ [ElEnums @ BE Imports @ (2#] Exports
Ann- {1 idFini: L]
AppD didSi u
PP -~ _js'gf""F°"j's"‘ 0000000100016794 .
AppDeleg WillTermin... 0000000100016794 k
sub_100016928 0000000100016794 ; Attributes: bp-based frame L
» 0000000100016794 1

-[exchange.AppDelegate init]
sub_1000169F4
-[exchange.AppDelegate .cxx_destruct]

0000000100016794 ; bool _ cdecl -[exchange.AppDelegate application:didFinishLaunchin
0000000100016794 __TtC8exchangellAppDelegate application dJ.dF1nlshLaunch1ngW1th0pt:
0000000100016794

0000000100016794 var_ 30= -0x30

-
3
H
H
3
H
H
3
H
H
3
H
H
3
H b
H
sub_100016A58 : 0000000100016794 var 2 -0x20 :
T, h 1 . " . 0000000100016794 var 10= -0x10 e
Al D —
PP R | 0000000100016794 var s0= 0 1
1 (7] nuiisub_5 [ 0000000100016794 ]
-[exchange.AppDelegate userNotificationCente... = 2 gggggggiggg}g;gg :TP X24, X23, [SP,#-0x10+var_30]! .
1 TP X22, X21, [SP,#0x30+var_20] r
_ nullsub_6 . 000000010001679C STP X20, X19, [SP,#0x30+var 10] E
= [7] -[exchange.AppDelegate userNotificationCente... * 1 00000001000167A0 STP X29, X30, [SP,#0x30+var_s0] .
e EEEEEEEEEssmssmssmssssmssmssnsanannt A 000000010001 6724 4ADD 229, 58, #0=30 :
;
Line 450 of 28692 : 00000001000167AC MOV X21, X2 :
N o k- 00000001000167B0 MOV X19, X0 =
& Graph overview ®0: 00000001000167B4 CBZ X20, loc_100016848 4
H : v T T :
- H
= [00000001000167B8 ADRP X8, #qword_1006FA7D0@PAGE =
» [00000001000167BC LDR X22, [X8,#qword 1006FA7D0EPAGEOFF ] 4
= 100000001000167CO MOV XO X21 ; 1d =
L nnnnnnninnnicrna L
1002 000" 13055 90 {27,250 1 B0 T6T2 VU B0 00T O5sm L T L A" (OYREHIOR S e wa e HaR S aw sl
Output window 0o o
Caching 'Functions window'... ok
Python
AU: idle Down Disk: 365GB

| J213F Z0] IDAE §4=2| 2E£2 H0{F = Functions 221} §/40| LIS EASF= Disassemble View 22
O LIEICH Functions M|AM 2AM5t0X} 5h= CHAFQ| &t4~2 MX| £, Disassemble View O|A] &2 LIES &t0ISH
C}. g2 2M517| QI3 M= Objective C 2| 7|2 220] CHEt O|3HE = Q35tCt,

I-FLI

Objective C - Basic #1. Functions

IDA2| FunctionsOi|A &0I&t 4 Q)= Objective C &2 EAS MT{EXL.
g0 IS MT{EM F 37HX| YENe| &7t Ut

g ™

1. -[exchange.AppDelegate application:didFinishLaunch:]

Current Execution Point

Objective C2| 7|2& 2l &2 YENCE (-)2 AlZlste g

QXA F4E Q0IBIH (+)2 ARIBHE B4E 22i B £

Ct. [Object Method:Parameter ..] 2 F4E|0{ QICt. /

QREz 1210t Z+0| somePerson Z4x|0]| ZXlist= sayHello ( )
XYZPerson Implementation

&tE SESHH XYZPerson 2220 U= sayHello 47} : :
@implementation XYZPerson

SELC|= HiAl

EEEL_ o —|O|EI‘ \;(void)sayHello { )

sayHello 80\ CHA| 847t SBEEG, 017]4 A E ) (el segmshinsreetio, vorlatth:

— = - /-————_
selfe C++o| this ioI_E-Igl- ?5'-8 0—1|°EF% EI'El' X|'7| Xl'tg C - (void)saySomething: (NSString *)greeting {
st === — | NSLog(@"+@", greeting);
saySomething &f+E SESICL ()2 FEAE Ii2H0|E o
g ®orst 4 Qirt, [ (e

2. sub_100016928

2 swift= ZHdEl Y= LE 10l M Objective C= HBtE[7| W20 ZSH 2= Objective C 22 O[5H5t1 RU0{0F BTt

Frida for iOS 4
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2=(Symbol) HE7t gl= &Lt ol A4S 0|86l &0 M2E = UL
Objective C ALIL{0l| 2|5t A= X|X3} uPHoM ZEC| ARIHEEo| gte2 22|E 4= 0[of £EHC}, 0] &
=t ALE Caller &= 7MH2 =240 f|X[5t1 QALY
3. nullsub_()
m2020| AR|2 Exfsts ZE0IZ1 BILE, A HFols ZXSHX| ot SHOICH Bt40| 20| 022 MYE HL

return ot Z2 Q&2 St

Objective C - Basic #2. objc_msgSend

Message Send&= Objective CE CHESH= 71 $28t 7HE0|CH 2FA AT B Z0] CHES [] AtO[0l| A0{X|= 2
=0j| 2|31 Objective C HIA|X|S ATt Objective C ZEZ [receiver message] 2 20| HA|X|S EHCtD 5t
Ziot2| = objc_msgSend(receiver, selector)£ T=E HHECE QX7 U2 AL objc_msgSend(receiver,
selector, arg1, arg2, ..) 2 HHELC},

Objective C7| receiver®|Zl messageES MEstH A Z4X|(receiver)= MIAIX|(message)?t F L2 RE =X, 2
2 Al 7HA|(Classh cache)2t 224 C|ATHX| E|0|E(class dispatch table)S ZAH5H0{ OftH &5 AMlsX| So| ZH
2 Sttt
ol 20, 2 RE=
[self printMessageWithString:@“Hello world!”];

ZotUe|™ AX|Z ofeiet 22 ZERE HEtL[D,

objc_msgSend(self, @selector(printMessageWithString:), @“Hello world!”);
CHAM ZHA|2| isa EQIESE 0|2510] sl I31|)\|7(|01| CHst MelE|o] SHOIEE stolstn AJlsTt, MN2
objc_msgSend &= OFR gt 2|EI5HK] X2t O] HIAX|off ofs Mdliz|= &7t AE 2§67 w20
objc_msgSend?| 2|El5H= 24 HlCt,
Trace Functions
Fridae frida-toolsOfl &l WHNE 0|25t= WDt Frida APIZ &858t AT ZIE 1M M(Injection) £7HX| gHHo
2 A28 £ QlC} & O AIREL Frida AH2E 98l Frida APIZ I 8 ¢S =2 (Hooking) sEXt. iOS 42| 7|20|
X} 40| A|EFQI AppDelegate 2EAE &g Z0|CH AFREH AARIE = Oxdea/frida-scriptsS 7510 ZHAI5IQACE

ASZEE CHREE 240t raptor_frida_ios_trace.js(0lo} trace.js) LS @1 I E OFX|2h HE0| of2ie} 20|
trace("-[exchange.AppDelegate *|”) £ 244510 XZ5t04 Otz HHS Ml E XL

$ frida -U -f com.bitxflow.exchange -l ./raptor_frida_ios_trace.js --no-pause

SUS US| AEH -U SH2 USB ¢, -F SU2 ¥(spawn)e A Ti7|X| E, -L SN2 £218 23EHE I}
Y, J2|1 --no-pause= U= AIZAIZ] = HERI0| TAFH= AS Ketrt.
3 Objective C2| 2= x| = isact= 224 EfY W H4E 7HX| 1 QUL CHE S2HAE 712(7 |7 L &7 R4l S22 HH E 72|

7| =0 2Qlct.

Frida for iOS 5


https://github.com/0xdea
https://github.com/0xdea/frida-scripts
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(ObjC.available) {
trace("-[exchange.AppDelegate *x]");

{

send("error:

Objective-C Runtime is not available!");

Debug Function

20184 12¢ 27Y

*** entered -[exchange.AppDelegate application:didFinishLaunchingWithOptions:]

Caller: 0x18be67100 UIKit!-[UIApplication
Suspended: restoreState:]

_handleDelegateCallbacksWithOptions:is

application: <UIApplication: 0x101403150>
didFinishLaunchingWithOptions: nil

retval: 0x1

*** exiting -[exchange.AppDelegate application:didFinishLaunchingWithOptions:]

M=l ZntE HM exchange.AppDelegate 22HA %t

EHHE D E S50 Mdll ANE SIHO| S2sECt J2|10 o &4(Caller)?t 2&5I =X, 21XHparameter)= F
SiQIX|, 2|1 ZAgk(retval)2 FAURUIX| HOJELCE. Ho| == - M o &+50| SEEEX| AT E 1) ALSE
= UCt

Debugzt= M= 2 271 X2t Fridas Z(Hooking)2 0183517| WiZ0i| H&tst 2|0|0f| A Debuge= OFLIC}. 5HX|TH 7
INES J-WOHH A 8Hs’o'% & [[H Debugg 9= %EH g0l /&R 27 0| SE HES ™ot 7| WE|
1= X} & w CHSDh 20| FridaS AR 4= QICt. Of|x| 2=

function autoIntercept(target)

var className
var methodType
var methodName
var argCount

target.match(/" [—+]\[(.
target.match (/" ([—+]
target.match(/" [-+]\[.

(methodName.match(/:/7)

-N\1/) [11;
[1).1length;

console.log("\ninfo: trying to intercept", target);
var oldImpl - 0bjC.classes[className] [methodType

methodName] ;
Interceptor.attach(oldImpl.implementation, {
onEnter: function(args) {

this.flag 0;
this.flag

1

(this.flag) {

console.warn("\n¥+xx entered", target, "sokx");
) {

1)
1)

(i - @; i - argCount; i
printType("\narg " (i

" type:\t", args[i + 2
printValue(“arg " + (i 2

1);
" value:\t", args[i 1);

}
L
onLeave: function(retval) {
(this.flag) {
printType("\nretval type:\t", retval);
printValue("retval value: , retval);

console.log("\n¥kx exiting" arget, "sokk'");

};

(Objc.available) {

autoIntercept("-[FIRAuth canHandleURL:]");

SPIDEY:ios-snippets spidey$ frida -U -f com.bitxflow.exchange -1 ./autoIntercept.js

Frida 12.2.15 - A world-class dynamic instrumentation toolkit
Commands :

help -> Displays the help system

object? -> Display information about 'object'

exit/quit -> Exit

More info at http://www.frida.re/docs/home/
Spawmng com.bitxflow.exchange"...

info: trying to intercept -[FIRAuth canHandleURL:]
Spawned “com.bitxflow.exchange®. Use %¥resume to let the main thread start executing

com.bitxflow.
om.bitxflow
*** entered -[FIRAuth

exchange]->
.exchange]->
canHandleURL:] ***

resume

arg 1 type: NSURL NSURL

arg 1 value: com.googleusercontent.apps.____
rfjlf:/oauth2callback?code=4/vwB58vBp7qrIRIdi8B1U
HuEt-1 &scope=email%20profil
m/auth/userinfo.email%20https ww.googleapis.com/auth/

L _-170ukjnck82f14i9k@p189puSnr

vsb9XgeRrkMgUPlotNcmVilLtZ1BnI42a

20http www . googleapis.co
erinfo.profile

nil nil
nil

retval type:
retval value:

*** exiting -[FIRAuth canHandleURL:] ***

Google Firebase OAuth 215 2F

URL. 2IXH(arg)2t3} 2|Ei(retval)2t2 &l
8 4 QI Slste ZtoR WA Jhssict,

Ho| S=F I F Google Firebase OAuth 2152 YR ES SIS E/UALE FIRAuth E2iA00 *l= canHandleURL
&t9| OIXKarg)zf2t 2| (retval)Zt2 &RISHE =, 21X fZIEE Google0l At8XI HHE @¥sH= A= HOol&=
URLS Mt OFR T 2|E5HK| QUL Interceptor.attach(oldimpl.implementation, {}) Ol Y= onEnter:
function(args) {} 2t onLeave: function(retval) {} &48 10X &42| QIXtgtnt 2|EgfE2 HEE 4 UCL

var retnew - 0bjC.classes.NSString.str

retval.replace(retnew);
console.log("new retval value:", obj.toSt

g());

Frida for iOS

gWithString_("false");

M=22 2|HZIS MESI7| 2181 onLeave &0A

retval 2} 1% (replace).
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Convert IDA address to memory address

g0l MEFETL = &0l sub_100016928)2| AR M AESH AITZIEE 0|&sl| 34T =7t QICt. IDAOIA 2
QIsh k4o FAZE 0|83l Y &t FZ5HOF Stot. Oz memAddress &+E 0|83l IDAOIA &olst =AZ &hg
7t Aol SEE o] FAE TN E 5 UCEH
function memAddress(memBase, idaBase, idaAddr) {
M var offset = ptr(idaAddr).sub(idaBase);
0000000100016928
0000000100016928 var result = ptr(memBase).add(offset);
0000000100016928 ; Attributes: bp-based frame o
0000000100016928 return resglt;
0000000100016928 sub 100016928
0000000100016928
0000000100016928 var_lOf =0x10 t membase - Module.findBaseAddress('exchange');
gggggggigggigg;g var_s0= 0 const fstatat - memAddress(membase, 'Ox0', '0x16928');
Interceptor.attach(fstatat, {
0000000100016928 SUB SP, Sp, #0x20 s f (aros)
000000010001692C STP X29, X30, [SP,#0x10+v IETEE vt s .
0000000100016930 ADD X29, SP, #0x10 console.log(' [+] fstatat: Memory. readUtf8st
0000000100016934 ADRP X8, # OBJC_IVAR § Tt
0000000100016938 LDR xa, [X8,# OBJC_IVAR $ BhE
000000010001693C STR XZR, [X20, x8]
0000000100016940 ADRP X8, #qword 1006FADDO@
0000000100016944 LDR X0, [X8,#gword_1006FA = =
0000000100016948 CBNZ X0, loc 100016968 IDA 0| A &telgt 2~ Q= sub_100016928 &=
Ii | AppDelegate &40l E&35}11 Q= BH4Ct HEO|
il = MEXET} Q7|20 &4 WS 0|85X| ¢,
000000010001694C ADRP X8, # &t |- :
0000000100016950 ADD X8, Xt SIAZ OEH A SHAO| =A X
0000000100016954 ADD XO: o memAddress i+ I_EO-I -I =T |‘|‘—L |' :|}~A
0000000100016958 BL _swift| [ srAO| M| BiFY OIX M 3t
00001000365 ATRD %o e f. memAddress 2| M| #H&] QIX}o]| IDA Of| A &t
0000000100016960 ADD X8, Xt O|&t stA O] = A 7|-2|-:| =
0000000100016964 STLR xo, | 28k el FAZS Ho{F=0|, 0x1000169280]| Ot
l P 1 0x1692892! 0| = IDAZI Al 244 A| AHESH

H|O[A =4 0x100000000 £ H|2[st Z4O|LCt.

Frida CodeShare

Hot2 Qe HEO0| 7HK| 1 Qe 3EHQ! 7|5(0lE M, SSL Pinning, Anti Jailbreak S)S0| QICL O] 7|sE2 U A
AE 2lol| BHEA| 235|sl{0F 5= 7|%%0| Ch O] 7|559| &2 79| H|xst HHo 2 0|20 X|7| 20| Frida AJZIE
£ 0|83l 23 stCtH Ho| st =Tt A E Z0|Ct, o] HAHZZS ulst| 2Is| Frida CodeShare Project”t Pt

2

Gl
O{%C}. Frida CodeShare Project= M7l Zt=29] 7H%XF%E = E|01 UM, CHASH OIOIC|E SR5H7| 8l otE
ML} 047|M 22| Yol CiYst Hot 7|58 28|5tH L =5
HEMOZ jos-ssl-bypass ZE7t ULt SSL Pinning 7|& f A‘IEHQP Stlsts LIS otNsHA BES8 4= QUX|TH
0| AEE A8SIH & 23|17t 7Hssttt. Hro| ZE = glo] otz WY

b 1
mlo mol'
o]}

$ frida —codeshare dki/ios10-ssl-bypass -f <app identifier>

= Y™t 2ot 7|50| iz R3|EICH Chfst ZET7L SRE(0] 2L, HASHEAE,

To bring this session to an end

Frida= Ar&5H=s o meh 28kt HTHS ZHX|10 A1, AlSsHM 7150 F7He|1 ot 2|4 H{H 2| Frida= 2=
CHE 2= RAC}. OFO|Z:EE OfL|2} RIEZ0|E, YHE PC, Mac OS 0i|A S2fst= M 20| 7Hssttt. 21 St L A2
2 ZSXH!

Frida for iOS 7


https://codeshare.frida.re/
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