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Make user certificates available on Android 7.0
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Network Config
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network_security_config.xml network_security_config.xml
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Decompile
apktool2 0| &3l Ci&r APKIIY S C|ATUSICE. AndroidManifest.xmizt SmaliZtYsS S 4= QUL

APKTOOL.BAT D <APK FILE> -O <DIRECTORY OF DECOMPILED FILES>

Modify AndroidManifest.xml

Aol HEQT M HEE &=EE £ JATZE networkSecurityConfig 4 A&

< android:name="android.permission.INTERNET"/>

< android:allowBackup="true" android:debuggable="true" android:icon="
@mipmap/ic_launcher" android:label="@string/app_name" android:roundIcon="

@mipmap/ic launcher round" android:supportsRtl="true" android:theme="@style/AppTheme"

android:networkSecurityConfig="@xml/network_security config"»
< android:name="com.example.jbari.test2.MainActivity">
< >
android:name="android.intent.action. MAIM"/>|

Add res/xml/network_security_config.xml
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https://developer.android.com/training/articles/security-config.html
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Put R$xml into R.smali
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Create R$xml.smali

O|H| R.smali Y2 R$xml.smali=
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app-original » smali » android » support » v7 » appcompat ~[4]]
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|| BuildCenfig.smali
|_J R$anim.smali

|_J R$color.smali

|| R$dimen.smali
|| R$drawable.smali
|| R$id.smali

|_] R$integer.smali
|_| R$layout.smali
|_| R$string.smali
|| R$style.smali

|| R$styleable.smali
__| Rsmali

Modify R$xml.smalli

.field

.field

_field
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# annotations
.annotation system Ldalvik/annotation/MemberClasses;
value = {

Landroid/support/v7/appcompat/R$styleable;,
Landroid/support/v7/appcompat/R$style;,
Landroid/support/v7/appcompat/R$string;,
Landroid/support/v7/appcompat/R$layout;,
Landroid/support/v7/appcompat/R$integer;,
Landroid/support/v7/appcompat/R$id;,
Landroid/support/v7/appcompat/R$drawable;,
Landroid/support/v7/appcompat/R$dimen;,
Landroid/support/v7/appcompat/R$color;,
Landroid/support/v7/appcompat/R$bool;,
Landroid/support/v7/appcompat/R$attr;,
Landroid/support/v7/appcompat/R$anim;
Landroid/support/v7/appcompat/R$xmll;

.end annotation
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.class public final Landroid/support/v7/appcompat R$anim;
.super Ljava/lang/Object;
.source "R.java"

# annotations
.annotation system Ldalvik/annotation/EnclosingClass;

value = Landroid/support/v7/appcompat/R;

.end annotation

.annotation system Ldalvik/annotation/InnerClass;

accessFlags = 0x19
name = "anim"

.end annotation

# static fields
.field

public static final abc_fade_in:I = @x7f010000
public static final abc_fade_out:I = @x7f010001

public static final abc_grow_fade_in_from_bottom:I = @x7f010002

public static final abc popup enter:I = 0x7f010003

#static fieldsOfl network_security_config2| &AE & slZELt. network_security_configeh= 2[AAT}
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# static fields

.field public static final|hetwork_secuPity_confid:I

ox7f0doooe

Rebuild APK an

apktool2 0|8
Burp suite Z
ALY

d Install

Bypass Android Network Security Config without Rooting

=Ch (2T d2h MEA 2ES H(APK)S &X|sta
oS 2ol |ED 20| &2 M0l = AE € =



Weekly Tech 2018'd 5¢ 8

Obfuscation, LH=3}
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Modify R$xml.smali

#static fieldsOll network_security_configl| FAE &% siELCE CHE B2 Yo FAE SE8l|FX| 40t
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# static fields

.field public static final network_security config:I
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